Well integrated, very professional and thorough.”
Legal 500, 2020

C Y B E R AT TA C K S

Who’s on your side?
Cyber attacks are becoming increasingly more sophisticated,
more frequent and more damaging.
Consequently, almost every corporation will suffer a serious
cyber breach at some point, with the potential to cause financial
loss, operational downtime and reputational damage.
When a cyber incident happens, decisions need to be taken quickly.

TA K I N G A C T I O N
Enyo Law is a dynamic, conflict-free disputes-only
practice, and our global reach means we’re ideally
placed to lead your post breach litigation strategy.
In doing so, we help you or your client mitigate the
risks of the cyber incident, maximise loss recovery
and achieve the best possible outcomes.

W H Y C H O O S E E N YO L AW

Incredibly thorough and diligent in their case preparation;
tenacious in their correspondence.” Legal 500, 2021

Trusted team

Always prepared

Successful case handling

Fast to respond

Broad client base

Our team of experienced
lawyers is skilful, energetic,
tenacious and fair.

A cyber attack or data breach
incident will occur, and every
business must be properly
prepared, proportionate
to their cyber breach risk
exposures.

We handle - and successfully
resolve - largely complex,
serious cyber attack cases.

When a cyber breach
occurs, steps must be taken
quickly and concurrently to
investigate and respond to
the event. We investigate
and advise whether you,
your business or a third
party is legally responsible
for losses, upon protective
steps, preservation of assets
or evidence, and whether
the losses are realistically
recoverable.

As a specialist disputes-only
firm, we are rarely conflicted
and are regularly instructed,
directly and through referrals
from other professionals,
by state entities, high net
worth individuals and
international corporates.

We are trusted by the entities
we work with to add strategic
insights and value. Also, much
of our work comes from
other UK and international
law firms who rely on us to
advise their own clients on
contentious matters.

We are often retained by
clients who appreciate this
and understand that proper
preparation is directly linked
to a successful breach
response.

A cyber attack may result
in litigation with a broad
range of parties, in different
countries, including suppliers,
stakeholders, directors,
insurers or regulators, as
well as individuals seeking
damages. The work is
complex and multi-faceted.
A thorough understanding
of the legal environment is
an essential element of a
strategically managed post
breach response.

Often this must be done
rapidly and under multidimensional pressure.

THE COST OF CYBER CRIME
Cyber crime set to
cost the world $6
trillion annually.
* cybersecurityventures.com

With cyber crime set to cost the world $6 trillion annually in 2021*, handling a potential cyber
breach properly must be high on every board agenda – and remain there. Many entities are attacked
regularly, because of the digital assets they hold and/or because they’re the weakest link in a supply
chain. Some do not even know they have been breached until long after the damage has occurred.

We can take instructions
from or act adverse to
financial institutions and
major corporates and
we build teams drawing
upon internal and external
expertise to best suit
particular cases and clients.

SOME OF OUR AREAS OF EXPERTISE
! Cyber insurance policy (or silent cyber) coverage,
claims disputes or uninsured loss recovery

! Claiming against or defending directors and officers (D&O) in
relation to losses arising from negligent cyber risk management

! Supply chain claims for cyber losses

! Responding to and defending regulatory actions

! Bringing or defending third party claims for loss or damage
arising from negligence or breach of contract

! Managing losses due to inadequate cyber risk due
diligence in corporate acquisitions/financings/public offerings

An excellent,
commercial litigation
practice that manages
to balance a very
strong work ethic with
a calm, friendly style.”
Legal 500, 2020

! Actioning or defending shareholders’ or liquidators’ claims
arising out of a cyber breach

! Subrogation actions
! Cryptocurrency asset recoveries and disputes

NEXT STEPS
We can defend your interests in
any potential litigation and/or
regulatory inquiry, which is likely
to follow a serious cyber event.

M E E T T H E E N YO L AW C Y B E R T EA M

If you or your client’s organisation
experiences a cyber breach, or
you want to discuss hiring us on
a retainer for advice on future
litigation risks, please contact
one of the team.
t +44 (0) 20 3837 1700
Steven McDonald
Partner
+44 020 3837 1623
steven.mcdonald@enyolaw.com

Anna Maxwell
Partner
+44 020 3837 1605
anna.maxwell@enyolaw.com

Enyo is a joy to work with.”

Peter Schwartz
Senior Consultant
+44 020 3837 1607
peter.schwartz@enyolaw.com

Legal 500, 2021

Paul Austin
Director of Business Intelligence
+44 020 3837 1673
paul.austin@enyolaw.com

Ee cyber@enyolaw.com

Assess, Protect, React.

www.enyolaw.com

